STRANDS AND STANDARDS
PRINCIPLES OF CYBER DEFENSE AND ETHICS

Learnlng that works for Utah
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Course Description

Principles of Cyber Defense and Ethics offers students a comprehensive introduction to the critical role
cybersecurity plays across all areas of an organization. Through hands-on exploration and real-world scenarios,
students will learn how to leverage the built-in security features of modern operating systems, identify and
mitigate vulnerabilities in both wired and wireless networks, and implement strategies to protect personal

and organizational information assets. The course also introduces students to key cybersecurity domains such
as ethical hacking, incident response, and digital forensics, while providing insight into career pathways and
industry certifications. Emphasis is placed on developing technical proficiency, analytical thinking, and effective
communication skills essential for success in the rapidly evolving field of cybersecurity.

Intended Grade Level 10-12

Units of Credit 0.5

Core Code 35.01.00.00.036

Concurrent Enrollment Core Code | 35.01.00.013.036

Prerequisite Digital Literacy

Skill Certification Test Number 831

Skill Certification Cut Score 80% - Pilot

Test Weight 0.5

License Area of Concentration CTE and/or Secondary Education 6-12
Required Endorsement(s)

Endorsement 1 Information Technology Systems
Endorsement 2 Cybersecurity

These educational standards are intentionally flexible, allowing teachers to create hands-on, interactive
classroom experiences. This adaptability ensures activities meet safety guidelines set by the Local Education
Agency (LEA) while engaging students in active learning. Teachers should adjust lessons to meet LEA
requirements, prioritizing both safety and effective education.
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STRAND 1

Understand Security Careers and Ethics

Standard 1

Understand Careers and Professional organizations in Cybersecurity.
e Identify careers in Cybersecurity.
e Identify education and/or certifications needed to work in the Cybersecurity field.
e |dentify Cybersecurity professional organizations.

Standard 2
Understand Ethics of Cybersecurity
e Understand the different categories of hacking including: authorized hacker, unauthorized hacker, semi-
authorized hacker.
e Understand the purpose of an Acceptable Use Policy.
e Understand the major events in Cybersecurity that have influenced the laws and governance of
Cybersecurity.

STRAND 2

Understanding Security Basics.

Standard 1
Understand core security principles.
e Understand the concepts of the cia triad (confidentiality, integrity, availability).
e Understand how threat and risk impact principles; principles of least privilege.
e Understand the purpose of the NIST Security Framework.
e Understand what Personally Identifiable Information (PIl) is and the importance of securing it.

Standard 2
Understand physical security.
e Understand site security - tailgating, limited access, door locks, server locks, cable locks, mantrap.
e Understand device security -
e Removable devices and drives - juice jacking and evil usbs
e Access control - remote device wipe, password lockout, data recovery on lost / stolen devices, and
device destruction.
e Reformatting a device - partial vs full write.

Standard 3
Understand Internet security.
e Understand browser settings including things like password management, cookies, and storing personal
information.
e Understand the difference between http and https. How to identify if a website is secure.



STRAND 3

Understand Social Engineering

Standard 1
Understand Social Engineering
e Understand the definition and intent of social engineering.
e Understand the principles of social engineering - authority, intimidation, consensus, scarcity, urgency,
familiarity/ trust.

Standard 2
Understand types of Social Engineering
e Understand the methods and prevention of the following social engineering methods - Phishing (and
similar attacks), tailgating, shoulder surfing, dumpster diving, reconnaissance, and watering holes.

STRAND 4
Authentication Methods

Standard 1
Understand user authentication.
e Understand multifactor, smart cards, and RADIUS
e Understand the certificate chain, biometrics, Kerberos, and time skew using Run As to perform
administrative tasks and password reset procedures.
e Disable Log On Locally and guest accounts.

Standard 2
Understand permissions.
e Understand the following: file; share; registry; Active Directory; enabling or disabling inheritance.
e Understand behavior when copying and moving files within the same disk or onto another disk.
e Understand basic and advanced user permissions; take ownership; delegation.
e Understand multiple user groups and that users can belong to multiple groups.
e Understand operating systems native encryption options.

Standard 3
Understand password policies.
e Understand password policies: password complexity; account lockout; password length; password
history; enforce by using group policies; and common attack methods; avoid common passwords or
phrases.



STRAND 5
Encryption

Standard 1
Understand encryption.
e Understand the history of encryption - Caesar, Enigma, Vigenere ciphers.
e Understand public key and private keys and how they are implemented.
e Understand the implementation and recognize the following encryption algorithms - MD5, SHA-256,
AES, RSA.
e Understand certificate properties; certificate services; PKI/ certificate services infrastructure; and token
devices.

STRAND 6

Malware

Standard 1
Understand malware.
e Understand the major malware attacks throughout history - WannaCry, Stuxnet, Code Red, Morris
worm, iloveyou.
e Understand the difference between common pieces of malware - viruses, worms, Trojans, ransomware,
spyware, adware, and rogue security software.

Standard 2
Understand vulnerabilities.
e Understand the following vulnerabilities: buffer overflow, backdoors, Spectre, Meltdown, log4.

Standard 3
Understand how to protect against malware & vulnerabilities.
e Understand how vulnerabilities are prevented.
e Understand how and why you should keep your software and devices up to date.
e Understand antivirus software and how to remove a virus when a machine is infected and verify that
the virus is removed.



STRAND 7

Understanding Network Security.

Standard 1

Understand dedicated firewalls.
e Understand the types of hardware firewalls and their characteristics.
e Understand when to use a hardware firewall instead of a software firewall.
e Understand the difference between stateful vs. stateless inspection.

Standard 2
Understand Network Access Protection (NAP).
e Understand the purpose of NAP and when to use NAP.

Standard 3

Understand network isolation.
e Understand network isolation: VLANSs; routing; NAT; VPN; IPsec;
e Understand device isolation: DMZ (Demilitarized zone); Server and Domain Isolation.
e Understand the purpose of a honeypot.

Standard 4
Understand protocol security.
e Understand the following: protocol spoofing; IPsec; tunneling; DNSsec;
e Understand how a network sniffer works and how to use one on a network.

Standard 5
Understand wireless security.
e Understand advantages and disadvantages of specific security types; network keys, SSID, and MAC
filters.

Workplace Skills

* Problem Solving
e Critical Thinking
e Legal Requirements/Expectations

Skill Certification Test Points & Questions by Strand

Number of Test POINTS by Strand

Test Name Test #
1 2 3 4 5 6 7

Total Total

2 13| 3 5 3 5 5 Points Questions

Principles of Number of QUESTIONS by Strand
Cyber Defense | 831
& Ethics 1 2 3 4 > 6 ’

2 11 2 5 3 3 5 36 31




Principles of Cyber Defense and Ethics — Vocabulary

Authorized Hacker
(formerly white hat hacker)

A cybersecurity professional who finds vulnerabilities in networks and software
with the permission of their employer in order to find and fix security openings
before others find them.

Unauthorized Hacker
(formerly black hat hacker)

A hacker that lacks ethics and violates laws to break into computer systems with
malicious intent.

Semi-Authorized Hacker
(formerly gray hat hacker)

A hacker that breaks laws or ethics to break into systems, but typically without
malicious intent. They may offer to repair the flaw for a small fee, but don’t share
vulnerabilities with others.

AUP An Acceptable Use Policy is the rules users agree to follow in order to have access
to a network or other resource.

Confidentiality The protection of sensitive information from unauthorized access, disclosure, or
exposure to ensure that only authorized individuals have access to data.

Integrity Ensuring data remains accurate, complete, and trustworthy and protecting it
from unauthorized modification, deletion or tampering.

Availability Ensuring that information and resources are accessible and usable when needed
by the authorized users.

CIA Triad A fundamental framework in cybersecurity representing the three core princi-
ples of information security: Confidentiality, Integrity, and Availability.

Privilege The level of access or permissions granted to users, systems or processes within
an IT environment.

Tailgating Also known as piggybacking, this is a social engineering technique where an un-

authorized individual follows closely behind an authorized person to gain access
into a secured area.

Juice-jacking

Gaining access to a device through malicious software installed via a compro-
mised USB charging port. This attack occurs when people unknowingly connect
their devices to public charging stations or USB ports that have been tampered
with by malicious actors.

Evil USB

An Evil USB, also known as a BadUSB, is a type of malicious USB device or USB
firmware that is designed to compromise or exploit the security of a computer or
other electronic device when connected via USB.

Access Control

A security measure that regulates and restricts access to resources or areas based
on predefined rules, policies or permissions.

Cookie

A small piece of data stored in a user’s device by a web browser to track and store
information about user’s website interactions, preferences, and browsing
behavior.

PII

Personally Identifiable Information (PII) refers to any information that can be
used to identify or distinguish an individual, such as their name, address, social
security number, or biometric data.

Authority

People will tend to obey authority figures, even if they ask them to perform ob-
jectionable acts.

Threat Actor

A threat actor is an individual, group, or entity that has the capability and intent
to conduct malicious activities or exploit vulnerabilities in order to compromise
the security of systems, networks, or organizations.




Principles of Cyber Defense and Ethics — Vocabulary (cont.)

Threat Surface

Any part of a system where unauthorized users can access potential points of
vulnerability to bypass defenses.

Threat Vector Also called an attack vector, a threat vector is a method or pathway through
which a threat actor gains access to a system, network or organization.

Intimidation Threat actors employ methods of intimidation to sway users into taking specific
actions. Authority is implied but not necessary. It’s like saying “do this or some-
thing bad will happen to you”.

Consensus when a social engineer convinces victims they can be trusted. They do this by
pretending that others would have, or have already, trusted the threat actor and
completed a request.

Scarcity Perceived scarcity will generate demand.

Urgency Most social engineering attacks rely on a sense of urgency to make victims act

quickly without noticing suspicious signs.

Familiarity / Trust

The goal of a social engineer is to carefully create a condition of “false trust,”
where an individual reveals information or otherwise takes an action that leads
to a security breach

Watering Hole A technique where malicious actors infect websites or web pages that are fre-
quently visited by the intended target.

Shoulder Surfing a situation where the attacker can physically view the device screen and keypad to
obtain personal information.

RADIUS Remote Authentication Dial-In User Service (RADIUS) is a networking protocol
that authorizes and authenticates users who access a remote network.

KERBEROS a protocol for authenticating service requests between trusted hosts across an
untrusted network,

Log On Locally This right controls who can logon interactively at the local console of the

computer.

Inheritance (cybersecurity)

the passing of permissions from a parent object to a child object. The permissions
of the parent become the permissions of the child.

Permissions functionality that ensures users can only access the documents and functions that
are appropriate for them.
Public Key a method of encrypting or signing data with two different keys and making one

of the keys, the public key, available for anyone to use.

Private Key

also known as a secret key, is a variable in cryptography that is used with an algo-
rithm to encrypt and decrypt data.

PKI Public key infrastructure (PKI) governs the issuance of digital certificates to pro-
tect sensitive data, provide unique digital identities for users, devices and applica-
tions and secure end-to-end communications.

Token a physical or wireless device that provides two-factor authentication (2FA) for
users to prove their identity in a login process.

Viruses A program that replicates itself by attaching to other programs or files, where it
hides until activated.

Worm a type of malware or malicious software that can replicate rapidly and spread

across devices within a network




Principles of Cyber Defense and Ethics — Vocabulary (cont.)

Trojan a type of malware that disguises itself as legitimate code or software.

Ransomware a type of malicious software designed to block access to a computer system
until a sum of money is paid.

Spyware software that enables a user to obtain covert information about another's com-
puter activities by transmitting data covertly from their hard drive.

Adware software that automatically displays or downloads advertising material (often

unwanted) when a user is online.

Rogue Security Software

is a form of malicious software and internet fraud that misleads users into
believing there is a virus on their computer and aims to convince them to pay
for a fake malware removal tool that actually installs malware on their com-
puter

Buffer Overflow occurs when the amount of data in the buffer exceeds its storage capacity

Backdoor method of bypassing normal authentication or encryption in a computer

Malware short for malicious software, refers to any intrusive software developed by
cybercriminals to steal data and damage or destroy computers and computer
systems.

Vulnerability any weakness capable of being exploited. Learn the basics of what a security
vulnerability is.

Firewall a network security device that monitors incoming and outgoing network traf-
fic and decides whether to allow or block specific traffic based on a defined set
of security rules

NAP NAP (Network Access Point) is one or more locations with a high level of

con- nectivity and several options to access the main carriers and content.

DMZ - Demiilitarized Zone

A host or network segment inserted as a “neutral zone” between an organiza-
tion’s private network and the Internet.

Honeypot A system (e.g., a web server) or system resource (e.g., a file on a server) that
is designed to be attractive to potential crackers and intruders, like honey is
attractive to bears.

Tunneling Technology enabling one network to send its data via another network’s con-

nections. Tunneling works by encapsulating a network protocol within pack-
ets carried by the second network.

SSID - Service Set Identifier

which is simply the public name given to a wireless network.

APT (advanced persistent
threat)

an attack campaign in which an intruder, or team of intruders, establishes an
illicit, long-term presence on a network in order to mine highly sensitive data.

Mantrap

Mantraps are often used in physical security to separate non-secure areas
from secure areas and prevent unauthorized access.
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